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Metoauueckue ykazaHUs AJI1 CaMOCTOSITENIBHOM pPAaOOThI CTYJEHTOB I10
mucrutinHe «OCHOBBI MH(POPMAIIMOHHON 0e30macHOCTH» / cocTaBuTenhb: A.M.
WBannoB. - VYiupsHoBck: Yal'V, 2020. Hacrosimue MeToauyeckue yKazaHUs
IpeIHa3HAYeHbl JJI1 CTYAEHTOB clienuanurera no cnenuanbHoctaMm 10.05.01 u
10.05.03 ounoit ¢opmbel oOyueHnus. B pabGoTe mpuBeneHbl nuTepatrypa IO
JUCUUIUIMHE, OCHOBHBIE TEMBl Kypca M BONPOCHI B paMKaxX KaKIOM TEMBI,
PEKOMEHJAIMU 10 U3YUYEHUIO TEOPETUUECKOr0 MaTepHraia, KOHTPOJIbHBIE BOIIPOCHI
JUISL CAMOKOHTPOJISI UM TECThl ISl CaMOCTOSATENbHOM paboThl. CTyJaeHTaM OYHOU
(dopMbI 00ydeHHsI OHU Oy TyT MOJIE3HBI IPU MOATOTOBKE K MPAKTUYECKUM 3aHATUSIM
Y K 3a4€Ty MO JAHHOU JUCIUILINHE.

PexomeH10BaHbI K BBEIEHHUIO B 00pa30BaTENbHBIN NPOLECC Y YEHBIM COBETOM
(dakynpTeTa MaTEMaTUKH, HHPOPMALIMOHHBIX U aBHALIMOHHBIX TexHouoruil Yal'y
(mporokon Ne 6/20 ot 22.09.2020 r.).
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2.1. PA3JEJ 1. AHOOPMAILIMOHHASA BE3OITACHOCTb B CHCTEME
HAIMOHAJIBHOU BE3OITACHOCTHU POCCUUCKOU ®EJIEPALINN

TEMA 1. IOHATUE HALIUOHAJIbHON BE3ONNACHOCTHU

OcHOBHBIE BOIIPOCHI:

1.  CymHoCTb U coAepKaHUE HAIIMOHAIBHON 0€30MacHOCTH

2.  OcCHOBHBIE TIOHATHA ©  OOIIEMETOJOJOTUYECKUE  IPHHIIUIIBI
nH(popMaIIMoOHHOM 6€301aCHOCTH

PexoMeHnIanum o u3y4eHMI0 TeMbl:

Bomnpoc 1 uznoxxen B yuebHom nmoco6uu [1] Ha c¢. 6-10.

JIJ1st caMOCTOsITeNIbHOTO U3y4deHus Borpoca 1 cieayeT odoparuthes k [9.1-
9.6]

Bomnpoc 2 uznoxen B yueoHoMm nocobuu [1] Ha c. 11-14.

JI7iss caMOCTOSITENIbHOTO M3y4YeHusl Bompoca 2 cieayeT oopatuthes K [9.1-
9.3].

KonTpoJbHbIe BOIpPockl o Teme 1:

1. B uém 3akmrouaercs CylHOCTh HaIlMOHAIBHOM O6e3onacHoctu PO?

2. Kakue mOKyMEHTHI ONpeAeI 0T HAIIMOHATIBEHYI0 0€3011acHOCTh PD?

3. Kpartko oxapakTepr3oBaTh OCHOBHBIE BUIbl HAIIMOHAIHHOM 0€3011aCHOCTH
1o chepam KU3HEIEATEIbHOCTH.

4. IToscHUTH OCHOBHBIE 00IIEMETO0JIOTHYecKue mpuHIuIbl 1b.

5. [lepeuncuTh OCHOBAHUS JJII OTpaHUYEHUSI HH(OOPMAITMOHHBIX MPaB.

6. HazBaTe nmpumepbl HHGOpMAIINH C OTPAHUYEHHBIM JOCTYTIOM.

TecTsl AJ151 CAMOCTOATEIHHOM PA0OTHI:

1. Kakoii U3 nepe4ucjaeHHbIX JOKYMEHTOB sIBJIsieTCsl AeCTBYIOIUM ?

a) Konuenius HanpoHanbHou 6e3omacHocTy PO

0) Ctparerust HauoHalbHOU Oe3omacHocTH P® 10 2020 roxa

B) Ctpareruu Hail. 6e3onacHoctu PO

2. Yto noHuMAaeTcs noJ uHPpopMAMOHHOI 6€301aCHOCTBHIO?

a) Coomonenne Koncruryuu PO, 3akononarenscrea PO

0) CocTosiHuE 3aMILEHHOCTH JINYHOCTH, 00ILIECTBA U TOCYAapCTBA OT BHYTPEHHUX
Y BHEIIHUX YIpo3 B HH(GOPMALIMOHHOM cdepe

B) [Iporpammublii mpoxykT u 0a3bl JaHHBIX JOJDKHBI OBITH 3alllMIICHBI 10
HECKOJIbKMM HAIpaBJICHUSIM OT BO3/ACUCTBUSA

3. UTo He BBICTYNIA€T OCHOBHBIM 3JIEMEHTOM HAIIMOHAJILHOI Oe3onacHocTH?
a) be3omacHOCTh TMYHOCTH

0) OOmecTBeHHast 6€30MaCHOCTh

B) ['ocynapctBenHast 6€30MacHOCTb

r) bezonacHocts Ou3Heca

2.2. PASJIEJI 1. UYHOOPMAILIMOHHAS BE3OITACHOCTDB B CUCTEME
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HAIIMOHAJIBHOM BE3OITACHOCTH POCCUMCKOM ®EJEPAIINA

TEMA 2. HAIMOHAJIBHBIE UHTEPECHI POCCHUU B
WH®OPMAIIMOHHOMN C®EPE

OcHOBHBIE BONIPOCHI:

1. Mecto u pois Poccun B rmo6ansHOM HHGOPMAIIMOHHOM ITPOCTPAHCTBE

2. Hammonanbaeie wuHTepechl P® B uHbpopmanmonHoit chepe u wux
oOecrieueHue

PexomMeHIAI[UM 110 H3YYEHHIO TEMbI:

Bomnpoc 1 uznoxxen B yuebHoMm nocobuu [1] Ha c. 14.

JI1st caMOoCTOSTEIBHOTO U3yUueHH sl Boripoca 1 ciemyeT oopatutbes k [9.1-9.2].
Bormpoc 2 uznoxen B yaeornoM mocobuu [1] Ha c. 15-20.

KoHTposbHBIE BONPOCHI IO TeMe 2:

1. KakoBa 3Ha4uMOCTh HHPOPMALIMOHHOTO 00€ecreueHus JUisl rocy1apcTBa’?

2. Ponw Poccuu B rmo6anbHOM MH(OPMAIIMOHHOM IIPOCTPAHCTBE.

3. MHTepecsl TMIHOCTH, OOIIECTBA U TOCYAapCTBAa B HHPOPMAITMOHHOM cdepe.

4. CocraBiisitollMe HallMOHAIBHBIX HHTEepecoB P B undopmaimionHoit cdepe.

5. IlosiIcCHUTH YTO Takoe eAMHOE MH(POPMALMOHHOE MPOCTPAHCTBO KaK pe3yibTaT
ro0anbHON HHPOPMATU3AIMK OOIIECTBA.

6. [lepeuncnute nepBoouepeansie maru PO B obnactu UMb mna dpopmupoBanus
YCTOMYMBOCTHU K BbI30BaM MH(POPMAIIMIOHHOTO NMPOCTPAHCTRA.

TecThl AJ151 CAMOCTOSITE/IbHOM PadoOTHI:
1. UHTepechl TUYHOCTH B HHPOPMALIMOHHOI cdepe 3aKIH0YAKTCH:
a) B peanu3aiyi KOHCTUTYIIMOHHBIX TpaB 4YeJOBEKa M TpaKJaHWHA Ha JOCTYI K
nH(popMaIu, Ha MCMHOJIb30BaHHEe MUH(POPMAIMU B MHTEpPECAX OCYILECTBICHUS HE
3alpPEIICHHON  3aKOHOM  JIESITENIbHOCTH, (¢bu3myeckoro,  JIyXOBHOTO U
WHTEJJIEKTYaJIbHOTO Pa3BUTHS, a TAKXKE B 3aliuTe UHGOpMAIU, 0OecrieunBaronien
JUYHYI0 0€30MacCHOCTh
0) B oOecrieueHnH MHTEPECOB JIMYHOCTH B 3TOM cepe, ynpouyeHUU TEMOKpATHUH,
CO3/IJaHUM TPABOBOTO COIMAIBLHOTO TOCYJApPCTBA, JOCTHUXKEHUU U MOIACPKAHUU
0OI1IeCTBEHHOTO COTJIacHsi, B TyXOBHOM O0OHOBJIeHuHn Poccuu
B CO3JIaHUU YCJIOBHH JJII TAPMOHHYHOTO Pa3BUTHS POCCUNCKON MH(OPMAITMOHHON
UHOPACTPYKTYPHI, AJIs1 pean3aiii KOHCTUTYITMOHHBIX MPaB U CBOOO/I TpaKIaHUHA
B 00JaCTH TMOJy4YeHUs WH(POPMAIMA U TOJH30BaHUS €0 B IENIIX O0ECIeYCHUS
HE3BIOJIEMOCTH KOHCTHUTYIIMOHHOTO CTpOSi, CYBEPEHUTETA M TEPPUTOPUATLHOMN
LICJJOCTHOCTH  Poccuu, MNOJIMTHYECKOM, HSKOHOMHYECKOW M  COLMaJIbHOMN
CTaOMJILHOCTH, B O€3YCIOBHOM OOECTICUCHUHM 3aKOHHOCTH U TIPABOIOPSIKA,
Pa3BUTUM PABHOMPABHOTO Y B3aHMOBBITOJHOTO MEXyHAPOIHOTO COTPYAHUYECTBA



2. Yto, U3 nmepevrcIeHHOro, cjeayeT K BHeIIHUM (aKTopaM BO3HMKHOBEHMS
yrpo3sl HH(popMannoHHOi 6e3onacHocTH?

a) ypOBEHb pa3BUTHUS UH(OPMAILMOHHOW MH(PPACTPYKTYPHI

0) rmoGanbHbIH Mporiecc nH(HOPMATHU3ALIUN

B) HOPMAaTHBHO-TIPAaBOBOE PEryIHpoBaHue HHDOPMALIMOHHON chepbl

2.3. PA3JIEJI 1. ”HOOPMALNOHHAS BE3OITACHOCTb B CUCTEME
HAIIMOHAJIBHOU BE3OITACHOCTHU POCCUUCKOU ®EJEPAIINN

TEMA 3. YT PO3bl HH®OPMAILIMOHHOM BE30IIACHOCTH
POCCHUMCKOI ®EJEPALIAN

OcHOBHBIE BOIIPOCHI:

1. TIpo6nemsbl obOecnieueHust UHOOPMAIIMOHHONW 0€30MacHOCTH
2. TloTteHuuanbHBIEC YTPO3BI HHPOPMAIUH

3. Knaccudukanus yrpo3 u KaHaJIOB YTEUKU HHPOPMAIIH

4. HedopmanbHasg MOJENb HAPYIIUTEIS

PexoMeHAAIIUM 110 U3YYEHHIO TEMBI:

Bomnpoc 1 uznoxxen B yueoHoMm nmoco6uu [1] Ha c. 20-21.

JI1st caMOCTOSITENILHOTO M3Y4YeHHUs Botipoca 1 ciemyer oopatutbes k [9.1-9.2]
Bomnpoc 2 uznoxxen B yuebHoM nocobuu [1] Ha c. 21-23.

Bomnpoc 3 uznoxxen B yueoHoMm nocobuu [1] Ha c. 22-26.

Bomnpoc 4 uznoxen B yueoHoM nocobuu [1] Ha ¢. 26-29.

JIJist caMOoCTOSITENPHOTO M3yYeHUs Borpoca 2 ciemyeT oopaTtuthes K [9.1-

9.2].
KonTposabHbIe BONPOCHI 10 TeMe 3
2. XapakTtepHucTuka nmpobiem obecrneueHuss HHPOPMAIIMOHHOW 6€30TacHOCTH.
3. OCHOBHBIE YCIIOBUS PEIICHUSI OCTPHIX Mpobiem B obnactu Mb.
4. VYrpo3ssl 6e3omacHoctu nHGopMaluu. [IpuBecTr mpumMepsl XapakTepHBIX YIPo3.
5. IloscHuTh Ha MpuUMepax OCHOBHBIE CBOMCTBA MHGOPMAIUU MPU €e 00padoTKe

TEXHUUYECKUMU CPEJICTBAMU: KOHPUIECHIIUATILHOCTD, 1IEJIOCTHOCTh U JJOCTYITHOCT.
6. Kaxkue dakTopsl onmacHOCTH (MPpUYUHBI BOSHUKHOBEHHUS Yrpo3) Bl 3HaeTe?

7. TlosicHuTh KIaccuUKaIUIO €CTECTBEHHBIX U UCKYCCTBEHHBIX yTPO3.

8. IlpuBectu 5 mpuMepoB OCHOBHBIX HEMPEIHAMEPEHHBIX HCKYCCTBEHHBIX YTPO3.
9. IlpuBectu 5 mpuMEpOB OCHOBHBIX MPEAHAMEPEHHBIX UCKYCCTBEHHBIX YTPO3.
10. Ha3BaTb OCHOBHBIC MTOTEHITHATBHBIC KAaHAIBI JOCTyNa K HH(MOPMAITIH.

11. Ha3BaTh OCHOBHBIC TOTCHITMAIBHBIC KAaHAIIBI YTEYKU WH(POPMAITUH.

12. JlaTh xapakTepucTUKy HePOpMaTbHOW MOJIEIN HAPYIITUTEIIS.

13.  PackpbITh OCHOBHOE TIpeAHA3HAYCHUE HEPOPMATHHON MOACIH HAPYIIUTEISL.
JlaTh npuMepbl BHEIIHUX U BHYTPEHHUX HAPYLIUTEIEH.



TecThl 1151 CAMOCTOSATEIbHON PadoThHI:

1. Yto, Hu3 HHKENEPEUYUCIEHHOI0, SBJSAETCH YIPO30i IEeJOCTHOCTH
uHpopmauuu?

a) HesakoHHOE yHUYTOKEHHE WM MOAU(PHUKAIUST HHPOPMAIIH

0) YTpara KOHTpPOJISl HAJl CUCTEMOMU 3alUThI;

B) Kanansl yreuku uapopmanuu

2. OCHOBHOI1 HeNpPeAHAMEPEHHON HCKYCCTBEHHOM YIPO30ii He SIBJISIeTCS:

a) HenmpaBomepHoe OTKIIIOUEHHE 000PYI0BaHUS WIIA U3MEHEHUE PEKUMOB PabOTHI
YCTPOWCTB U POrpaMm

0) OTKJITII0OYEHUE UITK BBIBOJI U3 CTPOSI ITOJICUCTEM oOecrieueHus: (PyHKIIMOHUPOBAHMUS
BBIYHMCIIUTENLHBIX CUCTEM (3JIEKTPONMUTAHUS, OXJIAKIACHUS U BEHTUJISIUU, JTUHUN
CBSI3U U T.I1.)

B) HeoctoposkHble neiCTBHS, TPUBOASIIINE K Pa3riIalleHUI0 KOH(HICHIHATBHON
uH(popMaIu, WK JearIe ee 001eI0CTyTHON

r) Hey™mbInuieHHas nopya HocuTene nupopmanuu

3. Uro, U3 mepevncIeHHOr0, He OTHOCHTCS K OCHOBHBIM NpeIHAMepeHHbIe
HCKYCCTBEHHBIM yrpo3zam?

a) OTKJIIOYEHUE WIIH BBIBOJ U3 CTPOS MOACUCTEM oOecriedeHus! (PyHKIMOHUPOBAHUS
BBIYHMCIIUTEIBHBIX CUCTEM (3JIEKTPONUTAHUS, OXJAXKICHHUS W BEHTWISLUU, JTUHUN
CBSA3U

0) HeneraabHOE BHEIPEHUE U MCIOJB30BAaHUE HEYUYTEHHBIX MPOTpaMM (UIPOBBIX,
00yyarolmx, TEXHOJIOTUYECKUX U Jp.)

B) MPUMEHEHHE MOJCIYIIMBAIOIIUX YCTPOMCTB, NWUCTAaHIMOHHAs (QOTO U
BHJIEOCHEMKA

I') BHEIPEHUE areHTOB B YKCJIO MEPCOHAJIA CUCTEMBI (B TOM UYHMCIIE, BO3MOXKHO, U B
aIMUHUCTPATUBHYIO IPYMITY, OTBEUAIONTYIO 32 0€30MaCHOCTD)

2.4. PABJIEJI 1. TH®OOPMALNOHHASA BE3OITACHOCTB B CUCTEME
HAIIMOHAJIBHOM BE30IACHOCTHU POCCUMCKOM ®EJEPAILIMU

TEMA 4. ICTOYHUKHA YI'PO3 HH®OPMAIIMOHHOM
BE3OIMACHOCTH POCCUIICKOH ®EJEPAIINN

OcHOBHBIE BONPOCHI:

Uctounuku yrpo3 undpopmarmonHoi 6ezonacnoctu PO

2. Knaccudukanmsi iCTOYHUKOB yTpo3 WHHOPMAITMOHHON O€301TaCHOCTH
3. Kinaccudukanus ys3BuMocTeit ”HGOPMAIIMOHHBIX CHCTEM

PexoMeHaaIIUM 110 U3YYEHHUIO TEMBI:

Bormpoc 1 uznoxen B yaebrnom nocoduu [1] Ha c. 29-31.
Bormpoc 2 uznoxen B yaebrnom nocobuu [1] Ha c. 31-32.
Bomnpoc 3 uznoxen B yueoHoMm nocobuu [1] Ha c. 32-34.

KonTposabHbIe BOPOCHI 10 TeMe 4:
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1. IlossicHUTH Ha 2-3 mpUMepax JOTMYECKYIO LIETIOUKY YTPO3 U UX MPOSIBICHUM.

2. Jlatb ompeneneHusi yrpo3bl, UCTOUYHUKA YIPO3, YSA3BHUMOCTH W TIOCJIEACTBUN
peanu3anuu yrpos.

3. JlaTb  XapaKTepUCTHUKYy HMCTOYHMKAM BHYTPEHHMX U BHEIIHUX YTpPO3
uHbopMalmoHHoH 6e3omacHoctu PO.

4. TloscHuTe BHIOpAaHHBIA BapUaHT KJIaCCU(PUKAIMM HCTOYHHKOB  YTIpO3
uHGOPMAIMOHHON 0€30MaCHOCTH.

5. Oxapakrepn30BaTh aHTPOIIOI€HHBIE UCTOUYHUKHU YTPO3 U OCHOBHBIE MEPHI 110 UX
HEUTpaJIU3aIUU.

6. OxapakTepHu30BaTh TEXHOICHHBIC UCTOYHHUKHU YI'PO3 U OCHOBHBIE MEPHI IO UX
HEUTpaJIU3aIUU.

7. OxapakTepHu30BaTh CTUXWWHBIE MCTOYHUKH yIPO3 M OCHOBHBIE MEpHI IO HX
HEUTpaJIU3aIUU.

8. ITpuBecTy mpuMeEpHI YSI3BUMOCTEN, TPUCYIIUX HHPOPMALIMOHHBIM CUCTEMAM.

9. lloscHuth  BBHIOpaHHBIA  BapuUaHT  KJIacCUPUKAUMK  YSA3BUMOCTEH
MH()OPMAITMOHHOW CUCTEMBI.

TecThl 17151 CAMOCTOSATEIbHO PadOTHI:
1. UctounnkaMu yrpo3 HHGOPMaIHOHHO 0€301IACHOCTH He SIBJIAITCH:
a) COIMaJIbHbIC UCTOYHUKHU
0) aHTPOIIOTCHHBIC HICTOYHHUKHU
B) TEXHOT€HHBIE HCTOUYHHUKHU
') CTUXUNHBIE UICTOYHUKU

2. YUTto, U3 HUKENEPEYUCIEHHOT0, OTHOCUTCS K 00bEKTUBHBIM YA3BUMOCTAM?
a) AnmapaTtHble 3aKJIaKA

0) OmunOKY MpH SKCIUTYaTallUd TEXHUYECKUX CPEJICTB

B) Hapyiienue pexxnma KOHPUACHIIMATbHOCTH

r) CO0M 2JIeKTpOCHAOXKEHUS

1) [ToBpexaeHus )KU3He0OECIeYNBAIOITUX KOMMYHHUKAIIAM

3. Uto, U3 HUKENEePEeYNCJIEHHOT0, OTHOCHTCH K CYyObeKTUBHBIM ySI3BUMOCTSIM?
a) COou eKTpoCcHAOKEHUS

0) IloBpexaeHus KU3HEOOECTICUNBAIOIIMX KOMMYHHUKAITUN

B) OmmOKM pH SKCIUTyaTallid TEXHUYECKUX CPECTB

r) AnmapaTHbIe 3aKIaaK1

n) Hapymenue pexxnMa KOHPHUICHIIMAIBHOCTH

2.5. PA3JIEJI 2 MTHOOPMAIIMOHHAS BOMHA, METO/IbI
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U CPEJCTBA EE BEJIEHMS
TEMA 5. UHOOPMALIMOHHAS BE3ONNACHOCTD U
WH®OPMAIIMOHHOE MPOTUBOBOPCTBO

OcHoBHbIE BONIPOCHI:

1. ITpo6ieMbl UHPOPMALIMOHHOW BOWHBI

2. CyObeKThl HHPOPMAITMOHHOTO MPOTUBOOOPCTBA

3. CocTaBHBIE YaCTH U METOJIbI HH()OPMALIMOHHOTO MPOTUBOOOPCTBA

PexoMeHAAIIUM TI0 H3YYE€HHIO TEMBI:

Bomnpoc 1 uznoxxen B yuebHoMm nocobuu [1] Ha ¢. 35-38.

J1J1s caMOCTOSTEIIBPHOIO U3yUeHus Bompoca 1 ciieayer oOpaTuthes K [6]
rnaBel 6-7. [4] rnaBa 1.

Bomnpoc 2 uznoxxen B yuebHoM nmocobuu [1] Ha c. 38-40.

Bomnpoc 3 uznoxxen B yueoHoMm nocobuu [1] Ha c. 40-43.

KonTposabHbIe BONPOCHI 10 TeMe 5:
Omnpenenenne HHPOPMAITMOHHO-TICUXOJIOTHYECKOT0 Bo3AeicTBU. [Ipumephl.
PackphITh CYyIIHOCTH MOHSTHUS «MH(OPMALIMOHHAS BOWHAY.
[TOSICHUTB CYyTh COCTaBISIONINX TICUXOJIOTHYECKON BONHBI.
Ha3zBaTk 0CHOBHBIE CpeqIcTBa XAKEPCKOM BOMHBI.
OcHOBHBIE CYOBEKTHI HHPOPMALIMOHHOTO IPOTUBOOOPCTBA.
Ha3BaThk ocHOBHBIE Chephl Be1eHHs] THPOPMAIIMOHHOTO IPOTUBOOOPCTBA.
CocraBHble YacTH HH(HOPMAIITMOHHOTO MPOTUBOOOPCTBA B MOJUTHYECKOM chepe.
[TosicHUTB CYIIHOCTH YPOBHEN BeJleHN MH(POPMAITMOHHOTO MPOTUBOOOPCTBRA.
Uto monumaercs moa uHGOpMaIrmoOHHO-TICUXOJIOTHYECKUM BO3/ICHCTBUEM.
10 NudopmarimonHoe opy’ue 1 OCHOBHBIE METOJIBI €r0 IPUMEHEHHUSI.

©CoNoRWNE

TecThl 17151 CAMOCTOSATEIbHOM PadOTHI:
1. Uro, U3 HUKENePeYnCICHHOr0, He OTHOCUTCH K MH(POPMALIMOHHOH BOiHe?
a) DJeKTpOHHAsl BOiTHA
0) Ilcuxomoruyeckas BoitHa
B) Xakepckas BoilHa
r) TeppopUCTHUECKHE aKThI

2. O0beKTOM BO3/1eCTBUSI MHPOPMALNIMOHHOIO OPYKUSA ABJISIETCH:
a) Cucremsl [1BO

0) Ilcuxuka yeaoBeka

B) ConmanbsHast uH(pacTpykTypa

2.6. PA3JIEJI 2 UTHOOPMAIIMOHHASI BOMHA, METO/IbI
11



U CPEJICTBA EE BEJJEHUS
TEMA 6. TIPUEMbI HHOOPMAIIMOHHOI'O BO3JIEUCTBUSA
B UHO®OPMAIIMOHHOM BOMHE

OcHOBHBIE BOIIPOCHI:

1. UadopmarimonHass BOWHA Kak IleJICHAIIPAaBIEHHOE WH()OPMAIIMOHHOE
BO3/ICHICTBIEC HMH(POPMAIIMOHHBIX CHCTEM

2. Cnioco0bI nepenporpaMMupoBaHusi HHPOPMAIIMOHHBIX CUCTEM

3. [IpobGnema Hauana HHPOPMAITMOHHON BOMHBI

PexoMeHIalIUM 110 U3YYEHHUIO TEMBI:

Bompoc 1 uznosxxen B yuebnom nocodbuu [1] Ha c. 43-46.

JIi1st caMOCTOSITENILHOTO U3ydeHus Borpoca 1 ciemayer oOpatuthes K [4]
riasa 5.

Bompoc 2 uznosxen B yuebHom nocodbun [1] Ha c. 46-50.

JI71s1 caMOCTOsITeTLHOTO U3y4eHUs Borpoca 1 ciemyeT oOpaTtuthbes K [§]
rnasa 10.

Bormpoc 3 uznoxken B yauebrnoM rmocobuu [1] Ha c. 50-52.

JI1s caMOCTOsITeILHOTO U3ydeHHs Boripoca 1 ciemyeT oOpaTuthbes K [§]
rinaBa 11.

KonTpoJibHbIe BOonpockl 10 Teme 6:
1. TlpuBecTtu npumMepsl UHPOPMAITUOHHBIX BO3/ICUCTBHIA.
2. PackpbITh NOHATHE MEPENPOrpaMMUPOBAHUS UHOOPMAITMOHHBIX CUCTEM.
3. IlpuBectn  TpWMEpPBl  OTKPBITBIX W CKPBITBIX  IICJICHANPABIICHHBIX
nH(pOpMAIIMOHHBIE BO3/ICUCTBUIN CUCTEM JIPYT HA JIpyTa.
4. Tlpumepsl nepenporpamMmupoBanud aojei B mupe 110.
5. CymHocTh GopMalIbHBIX oOmNpeaeaeHuid WHGOOPMALMOHHBIX 00YUYarOIIUXCs
CUCTEM.
6. Kakum 06pazom MOXKHO MEpenporpaMMHPOBATh HHPOPMAITHOHHYIO CHCTEMY ?
7. Cnoco06sl nepenporpammupoBanusi UC ¢ ucnonszoBannem CMU.
8. CnocoObl 3a1UThI OT IEPENPOrPaMMHUPOBAHUS HH(DOPMAITMOHHOM CHCTEMBI.
9. AnropuTtm 3alUTHl OT MEPENPOrPAMMHUPOBAHNS HHPOPMAIIMOHHON CUCTEMBI.
10. 3aueM HYKHO 3HATh BpeMs Hauajia THHOPMAITMOHHON BOWHBI?

TecTbl AJ151 CAMOCTOSITEIbHOM PadoOThI:
1. Kakoe 13 nepe4ucIeHHbIX YTBEPKACHUI OIIMO0YHO?
a) HapymieHue 3ammTHBIX OaphepoB BO B3aWMOJICUCTBUU DSJIEMEHTOB CIIOXKHOM
CUCTEMBI APYr C APYrOM NPUBOAUT K NEPENPOTrPAMMHUPOBAHUIO ITHUX DJIEMEHTOB
W/WIA UX YHUYTOKEHUIO
0) OCHOBHBIMH CpPEICTBAMH KOPPEKTHUPOBKH MPOTOKOJIOB HH(GOPMAILIMOHHO-
JIOTUYECKOTO B3aWMMOJIECUCTBUSA I COLMAIBHOIO IPOCTPAHCTBA CETOAHS CTANIN
CMHU
B) [Iporokon uHPOPMAIMOHHO-TOTUYECKOTO B3aWMOAECWUCTBUSA MJISl 3JIEMEHTOB
COLMAJIIBHOTO  IPOCTPAHCTBA  HAIEJ  CBOE  BOIUIOLIEHHME B sA3bBIKaX
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POrpaMMUPOBAHUS

2. Kakoit Bua BoO3geiicTBUA Ha HHGOPMALMOHHYIO CHCTeMY HauOoJee
dppexkTHBeH?

a) BXOJIHbIE JaHHBIE — «CYXHe» (aKThI

0) BXO/JHbBIE JaHHBIE — 3MOLMOHAIBHO OKPAIICHHBIE YTBEPKICHUS

B) BXOJHBIE TAHHbIE — JIOTUYECKH OOOCHOBAHHBIE BHIBO/IBI

2.7. PA3JIEJI 2 TH®OPMAIIUOHHAS BOVHA, METO/BI
U CPEJCTBA EE BEJIEHMS

TEMA 7. TUIIOBASI CTPATEI'USI UH®OPMAIIMOHHOM BOMHBI

OcHOBHBIE BONPOCHI:

1. OO606mIeHHBINH anTOPUTM UHGOPMAIIMOHHON BOHBI
2. OcHOBHBIE aCTIEKThI HHPOPMAITMOHHON BOMHBI

3. TlocnencrBust UHGPOPMAIIMOHHON BOMHBI

PexoMeHAAIIUM 110 U3YYEHHIO TEMBI:

Bormpoc 1 uznoxen B yaebrnoM mocoduu [1] Ha c. 52-54.

Bormpoc 2 uznoxen B yaeornoM nmocobuu [1] Ha c. 54-58.

JI71s1 caMOCTOSITeTbHOTO U3y4eHUs Boripoca 1 cieyeT oOpaTtuthes K [§]
['maBa 12.

Bormpoc 3 uznoxxen B yaebrnoM nmocobuu [1] Ha c. 58-62.

JIns caMOCTOsITeIbHOTO U3yYeHHs Boripoca 1 ciemyeT oOpaTtuthbes K [§]
['mapa 13.

KoHnTpoJibHbIE BONIpOCHI 10 Teme 7!
1. IloscHuTs Ha  TpUMEPE  3aBUCUMOCTh  YCTOMUMBOCTH  CHUCTEMBI K
LeJICHAIIPaBICHHOMY HH(OPMALMOHHOMY BO3JEUCTBUIO OT MOIIHOCTH 0a30BBIX
DJIEMEHTOB.
2. JlaTh XapaKTEpUCTUKY alropuTMa MHPOPMALIMOHHOMN BOMHBI.
3. IIpumenenue «IIpoTokosioB coOpanuii CHOHCKHX MYIPEIOBY.
4. TIpo6sieMbl 3aUThI OT UHGOPMALIMK U MPOABMKEHHE CBOETO BUACHUS MUPA.
5. Uem xapaktepusyercsi cucTeMa, Ipourpasiiasi B ”HGOPMALIMOHHOMN BOiTHE?
6. OxapakTepu3oBaTh NOOEIUTENS U MOOEKAEHHOTO B MHPOPMALIMOHHOM BOMHE.
7. Ponb cUTyallMOHHOTO MOJICIMPOBAHMUS I BEACHUS UH(POPMAITMOHHON BONHBI.
8. CMMU kak knaccudeckoe HHPOPMAITMOHHOE OPYIKHE.

TecTbl AJ151 CAMOCTOSITEIbHOM PadoOThHI:
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1. Kak ©Ha 3amajge Ha3pIBajachb Hayka, NpPUAYMaHHAasl JIsS M3YYeHHUsI
HHIMBUIYAJIbHBIX 0COOEHHOCTEH H MOTEHIIHAJIbHBIX BO3MOKHOCTEH «0a30BbIX
yj1eMenToB» CCCP?

a) Kommynuctunmomnorus

0) Kpemnunosnorus

B) Coro3ojorus

2. YUem npe:xae Bcero siBjsiercss nHGOpMAMOHHOE OpyxKue?
a) COBOKYITHOCTbIO METOJIOB

0) TexHomnoruei

B) AJITOPUTMOM

3. Kakoe u3 yTBep:kaenuii BepHo?

a) HcxXonHbIMM JaHHBIMM CHCTEM, (DYHKIMOHHUPYIOUIMX B  COLHUAIBHOM
IPOCTPAHCTBE, SIBJISIIOTCA OOLIErOCy/IapCTBEHHbIE W YaCTHbIE OAaHKM JAHHBIX Ha
rpakJaH, IPEINPUATUs, YCIIyTH, TOBAPHI

0) PesynpTaroM MHPOPMAIIMOHHON BOMHBI CTAHOBUTCS PAllMOHAIIBHOE MOBEJICHUE
MOBEP>)KEHHBIX CHCTEM

B) CMU He sBisitoTcss HHQOPMAITMOHHBIM OPYXKHUEM, TIPUHAIICKAIIIMM TPaBSIICH
BEPXYLIKE.

2.8. PABJIEJI 3. BAIIMTA OT HECAHKIIMOHUPOBAHHOI'O
JOCTYINA K THO®OOPMAIINU

TEMA 8. KIACCUDPUKAIIUA ABTOMATU3UNPOBAHHBIX
CHUCTEM U TPEBOBAHMUA 110 BAHIMTE UH®OPMAILIUHN

OcHOBHBIE BONPOCHI:

1. KoHmermust  3amuThl  aBTOMATU3UPOBAHHBIX ~ CHUCTEM W CPEICTB
BBIYUCITUTEIIHHON TEXHUKH

2. Knaccudukammss ~ aBTOMaTHU3WPOBAaHHBIX ~ CHCTEM [0 YPOBHIO WX
3alMIEHHOCTH

3. TpeboBanusi K aBTOMATU3UPOBAHHBIM CHUCTEMaM [0  OOECHECUCHHIO
6e3omacHoCTH HH(POPMALTUU

PexoMeHaaIIUM 110 U3YYEHUIO TEMBI:

Bormpoc 1 uznoxen B yaebHoM nmocoduu [2] Ha c. 7-8.
Bormpoc 2 uznoxen B yuebHoM nmocoduu [2] Ha c. 8-10.
Bomnpoc 3 uznoxen B yuebHoMm nocobuu [2] Ha c. 10-12.

KonTposabHbIe BONPOCHI 10 Teme 8:
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1. HasBate M oxapakTepuszoBaTh IIsITh pykoBomsnmx aokymeHToB I'TK Poccuwu,
TIOCBSIIIEHHBIX BOMpocam 3anmTthl nHpopmanmu B AC B mporiecce ee 00paboTKH.

2.B uém cyrp Konmemmuu 3ammThl aBTOMATH3WPOBAHHBIX CHUCTEM U CPEICTB
BBIUMCIIUTEIBHON TEXHUKH.

3. Knaccudukarms AC 1o ypoBHIO HX 3alTUIIEHHOCTH.

4. ]JlaTb XapaKTEpUCTUKY OCHOBHBIX ATanoB kiaccudukarmu AC.

5. Kimaccudukanus CBT 1o ypoBHIO 3aIIAIIIEHHOCTH.

6. IlpuBectu ocHoBHble TpeOoBaHusi Kk AC mo obOecrnedyeHHuro O€30MacHOCTH
nHpopMaruu.

TecThl AJ151 CAMOCTOSITEIbHOM PadOTHI:
1. Heo0XxoauMBbIMH MCXOAHBIMH JAHHBIMHU JJIS1 NPOBEACHUS KJIACCH(PHUKANMHU
koHkpeTHOH UC He saiBasIeTCS:
a) Ilepeuenp 3ammIIaeMblx HMHPOPMALMOHHBIX PECYPCOB U HUX YPOBEHb
KOH(PUIECHIIUATIBHOCTH
0) [lepedenp UL, UMEOUIMX JOCTYI K mTaTHBIM cpeactBam MC ¢ ykazaHueM ux
YPOBHSI TOJTHOMOYHH.
B) Marpuua aoctyna Wid MOJHOMOYMN CYyOBEKTOB JOCTyNa IO OTHOIICHHUIO K
3allMIaeMbIM HH(POpMaLIMOHHBIM pecypcam M C.
r) Ilepeuens ocHOBHBIX Npu3HaKOB NC, HEOOXOIMMBIX 1S KJIacCu(UKaIMu

2. K uymeay onpemeiasilomiux MNPHU3HAKOB, IO KOTOPbIM HNPOU3BOAUTCS
rpynnupoBka UC B pa3invHbie KJIACChI, HE OTHOCUTCS:

a) OrcyrcrBue B IC unbopmaium pa3iniyHoro ypoBHs KOH(PUICHIIMAIBHOCTH

0) YpoBenb nmomHoMouHi cyobekToB qoctymna MC Ha nocTyn k KoH(UIeHIIHaTEHOM
uHbopMaIuu

B) Pexxum 00paboTku nanubix B UC — KOUIEKTUBHBIA WIIM UHIAUBUY JTHHBIM

3. Ckouabko cymecrByer kiaaccoB 3amumenHoctu HC or HCA k
uHpopmauuu?

a) 10

0)9

B) 12

r)5

4. Uto, U3 nepevynciaeHHoro, Bkiawyiaer B cedss UC nepBoii rpynnsi 00padoTku
uHpopmauuu?

a) IC, B koTOpbIX paboTaeT OJMH MOJIH30BaATEIh

0) UC, B KOTOPBIX MOIB30BATENIN UMEIOT OJJUHAKOBBIE ITpaBa JI0CTyIla

B) Muoronosb3oBatenbckue MC, B KOTOPBIX OJHOBPEMEHHO oOpabaTbiBaeTcs U
(unn) XpaHuTcesa nH(popMalus pa3HbIX YPOBHEW KOHPUACHIIMATBHOCTH

2.9. PA3JIEJI 3. 3AIIIMTA OT HECAHKIIMOHUPOBAHHOTI' O

JOCTYITIA K UHOOPMAIINHAN
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TEMA 9. CTPYKTYPA CUCTEMbI 3AHIUTBI UHOOPMAIINU
OT HECAHKIIMOHHUPOBAHHOI'O JOCTYVYIIA.
HA3HAYEHMUWE U ®YHKIIUU DJIEMEHTOB

OcHOBHBIE BONPOCHI:

1. [Mpunnune! 3anutel nHGopManuu ot HCJJ

2. CTpyKTypa CHCTEMBbI 3allUThl HH(OpMAIMK, HA3HAUYCHHE U (PYHKIUU
AIIEMEHTOB

3. Tunosas cTpyKTypa KOMILIEKCHOM crucTeMbl 3aiuThl nHhopmarmu ot HC/J

PexoMeHaaIIUM 110 U3YYEHHUIO TEMBI:

Bompoc 1 uznoxen B yaebnom nmocobuu [2] Ha c. 13-14.
Bormpoc 2 uznoxen B yaebnoM mocobuu [2] Ha c. 14-18.
Bormpoc 3 uznoxen B yaebnoM mocobuu [2] Ha c. 18-19.
KouTposibHbIe BOPockI 10 Teme 9:

1. JlaTe onpenenenrne HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA U MEPEUNCIUTh OCHOBHBIE
criocoost HC/I,

2. OcHoBHble npuHIMILI 3amuThl 0T HC/.

3. XapakxTepucTrka OCHOBHbIM nojicuctem C3.

4. PackpbITh (yHKIMOHAI oAcUCTeMbI yripaBieHust C3U.

5. O600mEnHBIN anropuT™ (pyHkroHupoBanus C3U.

6. OcHoBHbI€ dTansl pa3sutus C3U.

7. CocraB tunoBour komruiekcHor C3U npennpusTus.

TecThl AJ151 CAMOCTOSITEIbHOM PadoOThI:
1. K ocHoBubIM cniocodam HCJI He oTHOCHTCS:
a) HemmocpeacTBennoe obpaiiieHne kK 00beKTaM JOCTyIia
0) PezepBupoBaHrEe TEXHUYECKUX CPEJCTB, TyOIUPOBaHHE MACCUBOB U HOCUTEIEH
uHbopmaIuu
B) Co31aHrEe MPOTPAMMHBIX U TEXHUUYECKUX CPEJICTB
r) Moaudukarus cpeicTB 3alUThI

2. K npunnunam 3amurel or HC/I He oTHOCHTCS:

a) 3aumra CBT obecneunBaeTcsi KOMIUIEKCOM IPOTPaMMHO-TEXHUYECKUX CPEICTB

0) 3ammra CBT u AC OCHOBbIBaeTCs Ha TMOJOXKEHUSIX U  TpeOOBAHMSIX
COOTBETCTBYIOIIIMX  3aKOHOB, CTaHAApPTOB W  HOPMATHUBHO-METOJIUYECKHUX
nokymeHToB 1o 3amure oT HC/I x undopmanuun

B) 3amuta AC obOecnieunBaeTcs OTJAEIbHBIMU COTPYIHUKAMH, OTBETCTBEHHBIMHU 32
3amuTy HHHOPMAITUH

r) 3ammra AC oGecrednBaeTcss KOMILIEKCOM MTPOTrPaMMHO-TEXHUYECKUX CPEJICTB U
MOJIJIEP>KUBAOIINX UX OPTaHU3ALMOHHBIX MEp

3. K ocHoBHBbIM cniocooam HCJI He oTHoCHTCS:
a) HenmocpencTBeHHOe oOpaliieHre K 00beKTaM JI0CTyIa
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0) Pe3epBupoBaHue TEXHUUYECKUX CPEICTB, IyOIMpOBAaHUE MACCUBOB U HOCUTENEH
uHbOopMaIuu

B) Co3/1aHre MporpaMMHBIX U TEXHUYECKUX CPEACTB

r) Monudukarus cpeAcTB 3alIUThI

4. K npunuunam 3amurtbl oT HC/I He oTHOCHTCS:

a) 3aumra CBT obecneunBaeTcsi KOMIUIEKCOM IPOrPaMMHO-TEXHUYECKUX CPECTB

0) 3ammra CBT u AC OCHOBBIBaeTCA Ha TIOJIOXKEHHSIX U TPeOOBaHUSX
COOTBETCTBYIOIIIMX  3aKOHOB, CTaHJAApTOB M  HOPMATHUBHO-METOJIUYECKHUX
nokymeHToB 1o 3amure oT HCJI x undopmaruun

B) 3ammta AC obecrieunBaeTcsi OTACIbHBIMU COTPYIHUKAMU, OTBETCTBEHHBIMU 32
3aIUTy UHPOPMALIUU

r) 3amura AC oGecredynBaeTcs KOMILUIEKCOM MTPOTrPaMMHO-TEXHUYECKUX CPEJICTB U
MOAACP>KUBAIOIINX UX OPTaHU3AIMOHHBIX MEP

2.10. PA3JIEJI 3. 3ALIUTA OT HECAHKHUOHUPOBAHHOI'O
JOCTYIIA K UH®OOPMAIIUAN

TEMA 10. MOAEJIN YIIPABJIEHUA JOCTYIIOM

OcHOBHBIE BONPOCHI:
1. JIuckpenuoHHas MOJIUTHKA
2. Mannarnas nommtuka (MLS)

PexoMeHAAIIUM 110 U3YYEHHIO TEMBI:
Bormpoc 1 uznoxen B yaebrnoM mocobuu [2] Ha c. 19-24.
Bomnpoc 2 uznoxxen B yuebHoM nmocobuu [2] Ha c. 24-30.

KonTpoabHbie Bonpocskl o teme 10:

1. Yro Takoe «Ymparienue noctynoM (Pasrpanuyuenue noctymna)»?

2. OCHOBHBIE KJIaCChl MOJIEJIEH YIIPABIICHUS JOCTYTIOM.

1. JIaTh XapaKTEpPUCTUKY AUCKPESIIMOHHOTO YIIPABJICHUS TOCTYTIOM.

2. CBO¥CTBa IUCKPEITMOHHOTO YIIPABJICHUSI JOCTYTIOM U BAPUAHTHI 3aaHUST MaTPUIIBI
JOCTyTa.

3. OcHOBHBIE TIPOOJIEMBI JUCKPEITUOHHON MTOJIUTUKH.

4. MaHnaTHOE yIpaBieHUE JOCTYTIOM.

5. OcHOBHBIE CBOMCTBA U IipaBuiia MoAenu bemna-Jlanagybl.

6. CpaBHUTENBHBIN aHATTU3 MAHAATHOTO M JIUCKPEIIMOHHOTO YIIPaBICHUS JOCTYIIOM.

TecThl 17151 CAMOCTOSAITEIbHOM PadOTHI:
1. Kakoe u3 yTBep:KAeHUI OTHOCHMTCH K MaHAATHBIM MOJEJISIM yIPaBJICHUS
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AOCTYIOM?

a) Mopenb, B KOTOpOII BIIaJieliel] pecypcea caM 3aJaeT Mpasa I0CTyIa K HeMy

0) Mogenp, KoONUpyMOIIAasi HEPAPXUUYECKYIO CTPYKTYypy OpraHu3alud |
MO3BOJIAIOIIAS YIIPOCTUTH AAMUHUCTPUPOBAHUE

B) Moaenb, B KOTOPOM pPEXKUM AOCTyNa CYOBEKTOB K OOBEKTaM OMNpEAeIsieTCs
YCTaHOBJICHHBIM PEKUMOM KOH(DUACHIIMATEHOCTH

r) Mozens sBsromasics Hanbosee YHUBEPCATbHON U IMO3BOJIAIONIAs KOHTPOJIUPOBATh
JOCTYII C Y4ETOM IPOU3BOJIBHBIX MAPAMETPOB CPebl, CYObEKTOB U OOBEKTOB JIOCTYTIA

2. Kakoe u3 yrBep:xaeHMil OTHOCUTCSI K MAaHAATHBIM MOJEJSAM YIpPaBJIeHUS
AOCTYNOM?

a) Mopenb, B KOTOpOH BIaJIeiell pecypca caM 3a/1aeT Mpasa JoCTymna K HeMy

06) Monenb, KomUpyOIIas HEPAPXUUYECKYIO CTPYKTYpy OpTraHM3aluud |
MTO3BOJISIONIAS YIPOCTUTH A IMUHUCTPUPOBAHUE

B) Moaenb, B KOTOPOM pPEXKUM JOCTYNa CYOBEKTOB K OOBEKTaM OMNpeAeIsieTCs
YCTAHOBJICHHBIM PEKUMOM KOH(PHICHITNATEHOCTH

r) Monens sIBISIOIIasCs HanOoJiee YHUBEPCATHHOW U TTO3BOJISIONIAS KOHTPOIUPOBATh
JOCTYTI C YIETOM TIPOHM3BOJIBHBIX ITAPaMETPOB CPebl, CYOBEKTOB M OOBEKTOB JIOCTYTIA

3. Kakoe wu3 yTBepKIeHUIl OTHOCHUTCHA K [IUCKPEHMOHHBIM MOAEJAM
yIpaBJIeHHUs 10CTynom?

a) Mogenb, B KOTOpOU BIIaJIesel] pecypca caM 3a/1aeT MpaBa JoCTyIa K HeMy

06) Monenb, KomUpyOIIas HEPAPXUUYECKYIO CTPYKTYpy OpTraHM3aluud |
MO3BOJIAOIIAS YIIPOCTUTH aAMUHUCTPUPOBAHHE

B) Monenb, B KOTOpPOM peXuM J0CTyma CyOBEKTOB K OOBEKTaM OIPEIessieTcs
YCTAHOBJICHHBIM PEKUMOM KOH(PHUICHIIMATBHOCTH

r) Mogenb, apistomascs HauboJiee YHUBEPCATbHOM U MO3BOJISIONIAs KOHTPOJIMPOBATh
JOCTYI C YYETOM IIPOU3BOJIBHBIX NAPAMETPOB CPEAbI, CYOBEKTOB U OOBEKTOB JIOCTYTIA

2.11. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEHEHUSA
WH®OPMAIIMOHHOM BE3OIMACHOCTH

TEMA 11. OCHOBHBIE ITIOHATUA
KPUIITOIPA®UYECKOM 3AIIIUTHI HHOOPMAILIUA

OcHOBHbBIE BONIPOCHI:

1. OcHoBHBIE TOHATHUS KpUNTOrpaduu
2. Ucropus kpunrorpapuu

3. IIpumep npocreiiiiero mudpa

PexomeHIa[uM M0 U3yYE€HHUIO TEMBbI:
Bormpoc 1 uznoxen B yuebnom nocoduu [2] Ha c. 30-35.
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Bomnpoc 2 uznoxxen B yuebHoMm nocobuu [2] Ha c. 35-37.
Bomnpoc 3 uznosxen B yuebHom nocodbun [2] Ha c. 37-38.

KounTtposabHbie Bonpocsl nmo teme 11:

OCHOBHBIE CIOCOOBI 3aUTHI UH(OPMALHH.
Cdeppl npruMeHeHUs! KpUNTorpaguu B COBpEMEHHOM OOIIECTBE.
HasBare OCHOBHBIE NOHATHSI KpUIITOT paduHL.
KpurnrocucteMsl: CHMMETPUYHBIE U C OTKPBITHIM KITFOUOM.
Yro Takoe 31EeKTPOHHAS OATNCH?
OcHoBHBIE TPEOOBAHUS K KPUIITOrPa(PUIECKUM CHCTEMaM.
Mertop! @poBaHKs C CAMMETPUIHBIMU KITFOYaMH.
HcTopust pa3BuTHs Kpunrorpapuu.
Mudp KOs Lezaps.
O Cnioco0On1 ycoBepieHcTBoBanus [udpa FOmus Lesaps.

”“OPO.\“?’S"'PPO!\’!—‘

TecTbl AJIs1 CAMOCTOATEIbHOM PadOThI:
1. UTo, U3 nepevncJIeHHOr0, He ABJIAeTCH cepoii npuMeHeHns Kpunrorpadpuu?
a) O0cnyxuBaHue OAHKOBCKUX TUIACTUKOBBIX KapT
0) Xpanenue u 06padoTKa mapoJjei Mmoab30BaTeNIe B CETH
B) Cnava OyXrajaTepCcKUX U UHBIX OTYETOB Yepe3 yIaJCHHbIC KaHAJIbI CBI3U
r) Ucnonbs3oBanne nudpoBbIX BOJSHBIX 3HAKOB

2. lemmu¢ppoBanue 3710:
a) npoiiecc pacmudpoBaHus 6€3 3HAHUS KITr04a
0) nporecc, 00paTHBIN MHUPPOBAHUIO

2.12. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEYHEHUSA
UH®OPMAIIMOHHOM BE30IIACHOCTHU

TEMA 12. CUMMETPHUYHBIE KPUIITOI' PAOUYECKHUE CUCTEMbI

OcHOBHBIE BONPOCHI:
1. O6o01eHHas cxeMa CUMMETPUYHON KPUTITOCUCTEMBI
2. Anroputm mmdpoBanus DES

3.TTOCT P 34.12-2015 «Marma»
4. OcOOCHHOCTH MMPUMEHEHHMSI aJITOPUTMOB CUMMETPUYIHOTO IITU(PPOBAHUS

PexomeHgaum Mo U3y4eHHIO TEMbI:

Bormpoc 1 uznoxen B yuebnoMm nocoduu [2] Ha c. 38-43.
Bomnpoc 2 uznoxxen B yuebHoM nocobuu [2] Ha c. 43-44.
Bormpoc 3 uznoxen B yaebHoM nocoduu [2] Ha c. 44-46.
Bormpoc 4 uznoxen B yaebHoM nmocoduu [2] Ha c. 46-47.
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KonTtposabHbie Bonpocsl nmo teme 12:

1. O6001IeHHas cXeMa CUMMETPUYHON KPUIITOCUCTEMBI.

2. OT 4ero 3aBUCUT KOHPUACHIIMATBHOCTD Mepeaadd UHPOPMaLUU C TOMOIIBIO
CUMMETPUYHON KPUTITOCUCTEMBI?

3. Kakum 06pazom obecrieunBaeTcsi EJIOCTHOCTh JaHHBIX ?

4. Kak ocyiiecTBIisSeTcs pacipeiesieHUs KITI0Uel MEeX Ty MOJIb30BaATEIISIMH.

5. O6mias xapakrepuctuka anroputMa mudposanus DES.

6. O6mas xapakrepuctuka ['OCT P 34.12-2015 («Marmay).

7. OcoOeHHOCTH TPUMEHEHHUS aJTOPUTMOB CUMMETPUIHOTO MTU(POBAHUS.

TecThl AJ151 CAMOCTOATEIBbHO PadOTHI:
1. Kakoii nmpuUHIHUII, U3 NMEPEYUCICHHbIX, He HCIOJb3yeTCH I MOJyYeHHUS
CTOMKMX 0JI0YHBIX WIU(PPOB?
a) paccerBaHHe
0) paccioeHue
B) NMEpEMEIINBAHUE

2. Kakoii ctangapt mmn¢poBaHus, U3 NepeYuCICHHbIX, BOLIET B
copemennnlii 'OCT P 34.12-2015?

a) DES

0) 'OCT 28147- 89

B) RSA

3. Kakasa mnpo0OJiema siBjsieTcss HamOoJiee aKTyaJbHOH AJIs1i CHMMETPHYHBIX
KpUNITOCHCTEM?

a) mpoOsemMa Oe30MacHOro pacipeesICHUs] CHMMETPUUHBIX CEKPETHBIX KITOUeH

0) mpoOJemMa UCTIOJIb30BaHUS PECYPCOSMKHUX OTeparuit

B) Ipo0JiemMa peanu3aliy anmapaTHoro mudparopa

2.13. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEYHEHUSA
UH®OPMAIIMOHHOM BE30IIACHOCTHU

TEMA 13. ACUMMETPUYHbBIE KPUIITOI'PAONYECKUE CUCTEMbI

OcHOBHbBIE BONIPOCHI:

1. O6001IeHHas cxeMa aCUMMETPUYHON KPUIITOCUCTEMBI U (POBAHUS
2. OYHKIHS XAIIUPOBAHHS

3. DneKTpOoHHAasI MOJIIUCH

PeKOMeH}]aIII/II/I 10 UBYICHHUIO TEMBbI:

Bomnpoc 1 uznoxxen B yuebHoMm nocobuu [2] Ha c. 47-52.
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Bomnpoc 2 uznoxen B yuebHOoM nocobuu [2] Ha c. 52-54.
Bomnpoc 3 uznosxxen B yuebHoM nocodbun [2] Ha c. 54-57.

KounTpoabHbie Bonpocsl no teme 13:

1. OO6oO6uieHHas cxeMa aCHMMETPUYHOM KPUIITOCUCTEMBI IIU(PPOBAHMUS.

2. Ilpouecc mnepenaum 3amm@poBaHHOM HHPOPMALMA B ACUMMETPUYHOU
KPHUIITOCUCTEME.

3. Ha3zBaTh xapakTepHble 0COOEHHOCTU aCUMMETPUYHBIX KPUIITOCUCTEM.

4. TpeboBaHus,  BBIIOJHEHHE  KOTOPBIX  o0ecmedrnBaeT  0€30MacHOCTh
ACMMETPUYHON KPUITOCUCTEMBI.

5. IlpuBectu npuMep OJHOHANPABICHHON (PYHKIUY.

6. IlpeumymiecTBa U HETOCTATKH ACHMMETPUYHBIX KPUITOCUCTEM.

7. OyHKUMA X3IIMPOBAHUS U €€ CBOICTBA.

8. UYto Takoe manmKecT coOOIeHus?

9. DnexkTpoHHAas MOAMNKCH.

10. OT kakux BHUJOB 3JOYMBIIUICHHBIX JCUCTBUN IMO3BOJSET 3alllUTUTH
ucrnoiabs3oBanue J11?

11. Tlpouenypsl popmupoBanus u mpoepku JI1.

TecTbl AJIs1 CAMOCTOATEIbHOM PadOTHI:
1. Kakoe Tpe0oBaHMe, HU3 TIePeYMCICHHbIX, HE XapaKTepHO /IJf
ACHUMMETPUYHOI KPUNITOCHUCTEMBI?
a) BeuncieHue napsl kirodei (Kb u kb) momyuyarenem B (Ha ocHOBEe Ha4allbHOTO
YCJIOBUS) JOJKHO OBITh IOCTATOYHO CJIOKHBIM
0) ormpaButesib A, 3Has OTKPBITHIA K04 Kb u coobmienne M, MOXeET JEerko
BbIYMCIUTh KpunrorpaMmmy C=EKb(M)
B) noJry4aTenb B, ucnomnabs3ys cekpeTHbIi K04 Kb u kpuntorpammy C, MOXKET JIETKO
BOCCTAHOBHUTH UCX01HOE coobmenne M=Dxkb(C)
I') TPOTUBHUK, 3HAsi OTKPHITHIN K04 Kb, mpu mombITKE BBIYUCIUTH CEKPETHBIN,
K04 Kb, (HaTaJKKUBAaeTCs Ha HEMPEOJAOTUMYIO BEIYUCIUTEIBHYIO TPOOIeMy

2. Kakoii Tunm npeoOpa3oBaHMil, U3 NEPEYHUCJICHHBIX, He MCIOJb3yeTcsl B
KPHUITOCHCTEMAX € OTKPBITHIM KJIYOM?

a) pasoXKeHue OOJBIINX YUCEI HA IPOCThIE MHOKUTEIH

0) pemenue nuddepeHInATbHBIX YPaBHEHUM

B) BbIUMCIIEHHE JoraprupMa B KOHEUHOM T10JIe

I') BBIYMCIICHHE KOPHEN anredpandyeckux ypaBHEHUN

2.14. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEYHEHUSA
UH®OPMAIIMOHHOM BE30ITACHOCTHU
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TEMA 14. UIEHTUO®PUKALIUA U AYTEHTUOUKALIUA

OcHOBHBIE BOIIPOCHI:
1. OcHOBBI HICHTUPUKALIUY U ayTEHTU(PUKALIUH
2. Knaccudukanus npoToKojJ0B ayTeHTU(PUKAITIN

PexomMeHIaIUM 110 H3YYEHHIO TEMBbI:
Bomnpoc 1 uznoxxen B yuebHoM nocobuu [2] Ha c. 57-60.
Bomnpoc 2 uznoxxen B yuebHoM nocobuu [2] Ha c. 60-64.

KonTtposabHbie Bonpocskl nmo teme 14:

1. IToCHUTB CYLTHOCTh IPOLEAYDP UACHTU(PUKALIUY U ayTEHTU(PUKAITIH.

2. [Iporniecc uneHTuPUKAIUU U Ay TCHTU(PUKAIINH.

3. UTto Takoe aBTOpU3aLUS U aIMUHUCTPUPOBAHHE.

4. Kareropuu mnpouecca ayTeHTU(UKALUKA B 3aBUCHMOCTH OT MPEIbSABISEMBIX
CYOBEKTOM CYIIIHOCTEH.

5. Tunsl IpoueccoB ayTeHTU(DUKAIIH.

6. OcHOBHBIE XapaKTEPUCTUKH MTPOTOKOJIOB Ay TEHTHU(PUKAIIUH.

7. Kitaccudukanysi OCHOBHBIX TPOTOKOJIOB Ay TEHTU(DUKAIUY.

TecTbl AJI51 CAMOCTOATEJIbHOM PadOThI:
1. YUTo U3 nepevynciaeHHOr0 OTHOCUTCH K A/IMUHHUCTPUPOBAHNIO?
a) Perucrparnys 1eicTBUA MOJb30BATENS B CETH, BKIIFOUAsl €r0 MOMBITKH JOCTYIIA K
pecypcam
0) IIpouenypa nmpoBepku NOAJTMHHOCTHU 3asBJICHHOTO MOJIb30BaTENsI, Ipoliecca UiIn
YCTpPOMCTBA
B) [Iponenypa pacrno3HaBaHus OJIH30BATENS 110 €T0 UMEHU

2. Yrto, M3 mNepeYnCcJEeHHOr0, OOBLIYHO He HCHOJb3yeTcsl B KadecTBe
OMoMeTpUYECKHX TMNPU3HAKOB TMPU ayTeHTUPUKAUMU TOTEHHHAIbHOIO
MoJib30BaTest

a) OTneyaTku nanbleB

0) ®opma 1 pazmepsl Julia

B) OTmeyaToK CTOIIbI

r) OcobeHHocTu rojoca

2.15. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEHEHUSA
UH®OPMAIIMOHHOM BE30ITACHOCTHU
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TEMA 15. PASIT'PAHUYEHUE U KOHTPOJIb
JOCTYIIA K UTHOOPMAIINU

OcHOBHBIE BONPOCHI:

1. OrpanuueHue 10cTymna

2. KoHTpoJib A0CTyMA K anmaparype

3. Pazrpanuuenue u KOHTpOJb AocTyna k nHpopmaru UC
4. PazrpaHuveHue NpUBWIETHNA HA JIOCTYT

PexoMeHIAIUH 110 U3YYEHHIO TEMBI:

Bompoc 1 uznosxxen B yuebnom nocodbuu [2] Ha c. 65-66.
Bompoc 2 uznosxxen B yuebHoM nocobuu [2] Ha c. 66-67.
Bompoc 3 uznosxen B yuebHoM nocodbun [2] Ha c. 68-69.
Bompoc 4 uznoxxen B yuebHoM nocobun [2] Ha c. 69-70.

KounTtposbHbie Bonmpockl o teme 15:

1. B uém 3akiroyaeTcsi orpaHuueHHEe JOCTyMa K KOMILIEKCaM CPEJICTB aBTOMAaTHU3aIuH?
2. llenu orpaHrYeHs TOCTYTIA U CTIOCOOBI X PEeaT3aIliy.

3. Kontpomnps goctyna k ammaparype.

4. OCHOBHBIC TIPUHITUITBEI KOHTPOJISI TOCTYTIA K anmaparype.

5. Paznienenue npuBuiIeruii Ha AOCTYIL.

TecTbl 17151 CAMOCTOATEIbHON PadoThI:
1. 3agadeii cpeacTB OrpaHUYeHUs] I0CTYIIA SIBJISICTCS:
a) VckmounTh cinydailHbIA W TNpeJHAMEPEHHBIM IOCTYN MOCTOPOHHUX JIHI] Ha
teppuToputo pazmenieHuss KCA v HemocpeICTBEHHO K ammaparype
0) Co31aTh HEKOTOPBIE MPETPAIbl BOKPYT 0OHEKTA 3aIUThHI
B) Hcrnonb30BaTh 1N CUTHAIM3ALMU W WHIMKALIWMU B KOMIUIEKCE C Pa3IMYHBIMU
JaTYNKaMu

2.16. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEYHEHUSA
UH®OPMAIIMOHHOM BE30OIIACHOCTHU
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TEMA 16. TEXHOJIOIT'MM MEKCETEBBIX DKPAHOB

OcHOBHBIE BOIIPOCHI:

1. OCHOBHBIE NOHATHS TEXHOJIOTUU MEKCETEBBIX IKPAHOB
2. OyHKIHMH MEKCETEBBIX IKPAHOB

3. OpueHnranusa MO Ha ypOBHM 3TaJJOHHOW MOJAEIIN

PexoMeHAaIIUM 110 U3YYEHUIO TEMBI:

Bomnpoc 1 uznoxxen B yuebHoMm nocobuu [2] Ha c. 70-72.
Bomnpoc 2 uznoxxen B yuebHoM nocobuu [2] Ha c. 72-76.
Bomnpoc 3 uznoxxen B yuebHoM nocobuu [2] Ha c. 76-87.

KouTtposbHbie Bonpockl no Teme 16:

1. Yto nmoHuMaeTCs O TEXHOJIOTHEN MEXKCETEBOT0 YKPAHUPOBAHUS ?

2. Kimaccudukanmst MexceTeBBIX YKPaHOB.

3. OcHOBHBIE (YHKIIUA MEKCETEBBIX IKPAHOB.

4. CTpyKTypa MEXCeTeBOro JKpaHa.

5. OyHKIMY MOCPETHUYECTBA MEKCETEBBIX IKPAHOB.

6. DTanonHas cereBas mojeib OSI.

7. Tumbsl MEXCETEeBBIX JKPaHOB, (YHKIIMOHUPYIOIIMX HA Pa3IMYHBIX YPOBHIX
moxenu OSI.

TecThl AJ151 CAMOCTOSATEJIbHOM PadOTHI:
1. Kakue 2 nmporoko/a, U3 NepPevYUCJICHHbIX, OTHOCATCH K TPAHCIOPTHOMY
ypoBHI0 moaeu OSI?
a) UDP
0) SMTP
B) FTP
r) TCP

2. Kakue 2 mnpoToko/a, w3 MNepPevyUCTEHHBIX, OTHOCATCH K (PU3HUYECKOMY
ypoBHI0 moaen OSI?

a) UDP

0) IRDA

B) FTP

r) Bluetooth

2.17. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEYHEHUSA

UH®OPMAIIMOHHOM BE30ITACHOCTHA
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TEMA 17. BUPTYAJIBHBIE YACTHBIE CETH (VPN)

OcHOBHBIE BOIIPOCHI:

OcCHOBHBIE TOHATHUS U PYHKIIMHA BUPTYAJTbHBIX CETEH
Crenu¢uka nmocrpoenust VPN

TyHHEIUpOBaHUE B BUPTYAJIBHBIX YACTHBIX CETSIX

CxeMa BUpPTyaJIbHOM YaCTHOW CETH

[TonuTukm 6€30MaCHOCTH B BUPTYaJIbHBIX YaCTHBIX CETAX
[udpossie cepTUPUKATHI

IIpumepsl oTeyecTBEHHOro nocTpoeHust VPN

NoabkrowdPE

PexomMeHIaIIUM 110 H3YYEHHIO TEMBbI:

Bomnpoc 1 uznoxxen B yuebHoM nocobuu [2] Ha c. 87-90.
Bomnpoc 2 uznoxxen B yueoHoM nmocobuu [2] Ha c. 90-91.
Bomnpoc 3 uznoxxen B yueoHoM nocobuu [2] Ha c. 91-94.
Bomnpoc 4 uznoxxeH B yaueo6HOM niocobuu [2] Ha c. 94-96.
Bompoc 5 uznosxxen B yuebHoM nocobun [2] Ha c. 96-98.
Bompoc 6 uznoxxen B yuebHoM nocodbun [2] Ha c. 98-99.
Bompoc 7 uznosxxen B yue6HoM nocobun [2] Ha c. 99-100.

KounTtposbHbie Bonpockl o teme 17:
1. Yro noHuMMaercs MOJ TEXHOJOIHMEW 3aIlMIEHHBIX BUPTYaIbHBIX YaCTHBIX

2. llpumep yacTHOM ceTH ¢ COOCTBEHHBIMH TEPPUTOPUATHHBIMU KaHAIAMHU.
3. Cnemuduka moctpoeruss VPN. Uto takoe VPN-arent?

4. MexaHu3M TYHHEIUPOBAHUS (MHKATICYJIALINHN).

5. ITlonmutuku 6€30MaCHOCTH B BUPTYaIbHBIX YACTHBIX CETSIX.

6. OcHoBHbIE BapuaHThI mocTpoeHust VPN.

7. Ilpumepsl oTeuecTBeHHBIX VPN.

TecThl 17151 CAMOCTOSATEIbHOM PadOTHI:
1. Cyrb TynHeaupoBanusi VPN cocrout B TOM, 4TO:
a) MpU TYHHEJIMPOBAHUM MaKET MPOTOKOJA 00Jiee HU3KOTO YPOBHS MOMEIIAETCS B
M0JIe JAHHBIX MAKeTa MPOTOKOJIa 00JIee BEICOKOTO WJIM TaKOTr0 K€ YPOBHS
0) Mpu TYHHEJIMPOBAHUM MAKET MPOTOKOJIa 00Jee BBICOKOTO YPOBHS OMEIAETCS B

IIOJIC JAaHHBIX ITaKCTAa ITPOTOKOJIa 0oJiee HU3KOTro YPOBH:

2. Kak HaspiBaioT mnpotokoa IPX, mepeHocsimumii JAaHHbIe B HHTPACETh
(puananos npeanpusaTUs?

a) IPOTOKOJI-TIACCAKUP

0) HecyIIHii MPOTOKOJ

B) IPOTOKOJI TYHHEIUPOBAHUS
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2.18. PA3JIEJI 4. OCHOBHBIE METO/Ibl OBECIIEYHEHUSA
WH®OPMAIIMOHHOM BE3OIMMACHOCTH

TEMA 18. METOJIbI OGHAPYKEHUS BTOP)KEHUI (ATAK)

OcHoBHbIE BONIPOCHI:
1. Knaccudukamusi cucteM oOHapyKEHUS BTOP>KEHUI
2. VuTennexTyaabHOE U TOBEIEHYECKOEe 0OHAPYKEHUE BTOPKEHUN

PexoMeHaAIIUM 110 U3YYEHUIO TEMBI:
Bompoc 1 uznoxkeH B yueOHOM nocoouu [7] rimaser 2-3.
Bomnpoc 2 uznoxkeH B yueOHOM mocobuw [ 7] riaaBsl 5-7.

KonTpoabHbie Bonpocskl no teme 18:

1. OxapakTepu3oBaTh  JJIEMEHTBI, BXOASIIME B  OOOOIIEHHYIO  CHUCTEMY
oOHapyxeHus BTopkenuii (COB).

2. Kaxum o6pazom onenuBaercs 3 dexruBaocts COB.

3. Kakne otmmuns natemtekryansaoit COB oT moBeaeHIeCKO.

4. Toscuuts knaccudukanuo COB.

5. [IpuBectu npumepst COB cuCTEMHOTO U CETEBOTO YPOBHEM.

6. Ponb xocTa-6acTrioHa mpu 0OHAPY>KEHUU BTOPXKEHHM .

TecThl AJ151 CAMOCTOSITE/IbHOM PadoOTHI:
1. Cucrema oOHapy:xeHusi Brop:xkeHnidi (COB) Ha3biBaeTcsi MoBeJeHYECKOM,
ecJiM OHA:
a) padoTaet ¢ nHpopMalre 0 BTOPKEHUIX (aTaKax)
0) wucnonap3yeT HWH(POpPMALMIO O HOPMAIbHOM TOBEICHUH KOHTPOIUPYEMOI
CUCTEMBbI
B) TOJIbKO BBIJIAET MPEAYTIPEIKICHUS

2. Cucrema 00HapYy:KeHUs BTOPKeHUH (COB) Ha3bIBAETCHA
UHTEJUIEKTYAJIbHOM, ec/IM OHA:

a) pabotaet ¢ nH(poOpMaIeil 0 BTOPKEHMIX (aTakax)

0) wucmonp3yeT WH(MOpPMAIMIO O HOPMAIHHOM TIOBEACHUH KOHTPOJIUPYEMOM
CUCTEMBI

B) TOJILKO BBIJIAET MPEIyIPEKICHUS

3. B 4ém 0CHOBHOE NPEUMYLIECTBO cucTeM o0Hapy:xeHusi anomaan (COA)?

a) oOHapyKEHNE HEU3BECTHBIX aTaK

0) CKOPOCTh pabOTHI

B) bonbIioe yncio noxHbIX cpabaTbiBaHU (BbIAAYU JIOKHBIX CUTHAJIOB TPEBOTH)
2.19. PA3JIEJI 5. CPEACTBA 3AIIUTHI UH®OPMAILIUU OT
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HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA

TEMA 19. IEPCOHAJIBHBIE CPEJCTBA AYTEHTU®UKALINA
U SAIIUIIEHHOI'O XPAHEHUS JIAHHBIX - USB-KJIFOYU U CMAPT-
KAPTBI ETOKEN

ITopsanoK BbINOJHEHHS JJA0OPATOPHOM PA0OTHI:

MeTonuka BBIIOJIHEHUs J1TaOOpaTOpHOM paboThl BKIOYaeT B cels
CJIEAYIOIIUE TTOJOXKEHHUS:

1. O3HakomileHHE C TeopeThdecKoii yacTeio eToken.

2. YcraHoBka nmporpaMMHoro ooecniedeHus npuinoxenus eToken PKI Client
(Habop JnpaiiBepoB M JOMOJHHUTEIBHBIX YTHIUT, OOCCIICYMBAIOIINN PaboOTy C
ANeKTpOHHBIMU KiTtouaMu e€Token B oneparnmonHoit cucreme Microsoft Windows).

3. ¥Ycranorka eToken Network Logon.

4. Tlogxmouenue USB-kmtoua xk nopty USB pabGoueit cranimu.

5. Muummanuzamnus eToken.

6. Cwmena maposs eToken.

7. Pabota monw3oBarens ¢ eToken.

[TonpoOHbIe cBeneHUs MO ycTaHOBKEe W HacTpoiike padore IO eToken
comepkaTcsi B KOMIUIEKTe JokymeHTaruu (PykoBoacTBo amMuHHCTpaTopa,
PyxoBoacTBo nmosik3oBarens u IIpaBuia skcruryatanuu USB-kiroueit, cMapT-KapT U
openokoB eToken), KOTOPBIN MOCTABIISIETCS COBMECTHO C KOMITIIeKcoM. Kpome Toro,
JaHHAas MHPOPMAIIUs JTOCTYITHA Ha caiiTe koMmanuu http://www.aladdin.ru.

PexoMeHIaIUM 10 U3YYEHHIO TEMbI:
Bomnpoc uznoxen B yueo6HoM mmocoduu [14] Ha c. 11-13.

KonTpoabHbie Bonmpocskl no teme 19:

Ha3HaueHne nepcoHabHbIX CPEJCTB ayTEHTU(UKALIMY TaHHbIX .
YTo BXOIUT B JIMHEUKY MPOTYyKTOB €T0Ken?

OcHoBHbIe dTansl yecranoBku [10 eToken.
AnmunuctpupoBanue. OCHOBHBIC HacTpoliku €Token.
Ocnoubie Bo3mMoxkHOCTH €Token Network Logon.

Crnioco6b1 pazonokupoBanus eToken.

Mepsl mipu yTepe anekTpoHHoro kiatoda eToken.

W3meHeHne naposis JocTyna K T0MEHY/KOMITBIOTEpY .

NGk wdE

2.20. PA3JIEJI 5. CPEACTBA 3AIIUTHI UH®OPMAILIUU OT
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HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA

TEMA 20. HEPCOHAJIBHOE CPEACTBO KPUIITOI'PAOUYEC-
KO 3AIIMTHBI UHOOPMAIIUU «IITUIIKA»

ITopsanoK BbINOJHEHHS JIA0OPATOPHOM PA0OTHI:

Meronvka BBIMOJTHEHUS J1abopaTOpHOM pabOThl BKIIOYAaeT B  ceds
CJIETYIOLIUE TIOJIOKECHHUSI:

1. VYcranoBka u Hactpoiika [ICK3U «LIUITTKA».

1.1  Hucrammsmus CrenralIbHOTO MPOrpaMMHOT0 obecrieuenus (software).

1.2 TlogkmroueHue ammapatHod dYacTu wusnenuss - USB-yctpoiicTBa
«IIIUIIKA» (mogxmouenue USB-ycrpoiictBa «INUIIKA» ocymiecTBisieTcs
CTaHJApTHBIM 00pa3oMm, T. €. YCTaHOBKOW B cBOOOHBIM USB pa3zbeM CUCTEMHOIrO
osioka [T9BM).

1.3 IloaroroBka k wuHunmanu3auuu ycrpoiicta IIUIIKA (mawyanbHoe
dbopmatupoBanue u ycranoBka PIN-koza).

1.4 Hauansnoe ¢popmatupoBanue ycrpoiictsa HINITKA.

1.5 VYcranoska PIN-koxa yctporicta IIINITKA.

1.6 Paz6nokupoanue yctporictsa ILINTIKA.

2. Hcnons3oBanue [ICK3U «IITUTTKA».

2.1 IIudposanue u noanuck GhaiaoB Ha JKECTKOM JIUCKE.

2.2 Tlomyuenue mu@poBBIX CEPTUDUKATOB.

2.3 mmopt cepTu(UKaToOB B XpaHUIHUINA CEPTUPUKATOB U B (HU3UUECKOE
xpanununie [ICK3U «HATIKA».

2.4 HUcnonb3oBaHue yCTPOWCTBA HIATIKA B cucreMax
UG POBAHUS/TIOANKUCH C OTKPBITBIM KIIOYOM (Ha MPUMEPE 3alIUThl COOOUICHUI
AIIEKTPOHHOM MOYTHI).

2.5 Bxox B nomen Windows c¢ ucnoib3oBanueM I[ICK3U «IIIUIIKA» B
KayecTBE CMAPT-KapThl.

2.6 3amuiieHHbIH BXO/1 Ha JJOKAIBHYIO pabouyIo CTaHIIUIO.

2.7 Ucnonw3oBanue I[ICK3UM nns xpaHeHuss W 3alIuThl MEPCOHATBHOMN
KIIF0UeBOM MH(MOpMaIu.

[TogpoOHble cBeaeHWss MO ycTaHOBKE M HacTpoiike pabore I[1CK3U
«IUTIKA» colepkarcsi B KOMIUIEKTe JokKyMmeHTauuu (PykoBonacTBo 110
JKCIUTyaTali, PyKOBOACTBO aAMUHUCTpaTopa, PyKOBOACTBO MOJIb30BaTENs U
OnucaHue NPUMEHEHHMs), KOTOPBI IOCTaBISETCS COBMECTHO C KOMIUIEKCOM.
Kpome Toro, nmannas uHdopmanus goctynHa Ha caite kommaHuu OKBb CAIIP
http://www.shipka.ru/.

PexoMeHIAIIUM TI0 U3YYEHHIO TEMBI:
Bormpoc u3noxen B yuedbnom nocobuu [14] na c. 13-16.
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KonTpoJsbHbie Bompocsl mo teme 20:

1. Haznauenue IICK3U «IITUTTIKAY.

2. B uém 3akmrouaercsa HavanbHOe (popMatupoBanue ycrporcta HIUTIKA.

3. Kak npousBoautcs yctanoBka PIN-kona ycrpoiictsa LIINITKA.

4, Kak npousBoautcs pazoiokupoanue yctporictsa [IWITKA.

5. ITlocnenoBarenbHOCTH MIU(PPOBAHUS U MOATUCH (PaNiIOB HA KECTKOM JHUCKE.

6. Ilomydenue udpoBHIX CEPTUHUKATOB.

7. Kak ocyuiecTBisieTcss UMIOPT CepTU(PUKATOB B XpaHWIUIIA CEPTUPUKATOB U B
¢usnyeckoe xpanunuiie [ICK3U «IUTTKA».

8.  HcnonwszoBanue ycrporictea IINIIKA B cucremax mudppoBaHus/IOANNUCH C
OTKPBITHIM KJIHOYOM (Ha IPUMEPE 3AIUMUTHI COOOIICHUI 3JIEKTPOHHOU MOYTHI).

9.  HcnonwszoBanue [ICK3U ans xpaHeHUs U 3aIIUTHI IEPCOHATBHOMN KIIFOUEBOM
uH(popManuu.

2.21. PABJAEJIS. CPEACTBA 3AIIUTHI UHOPOPMALIUU OT
HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA

TEMA 21. 3JIEKTPOHHBIN 3AMOK "COBOJIb"

IHopsigok BbINOJIHEHMsI JIA0OPATOPHOM PadOThI:

Metoauka BBINOJHEHUS JIabopaTOpHOW paboOThl BKJIKOYaEeT B  ceds
CJIETYIOLIUE TIOJIOKECHHUS:
O3HAaKOMIIEHHE C TEOPETUYECKON YacThIO AIEKTPOHHOTO 3aMka "Cobonb".
VYcra"oBka nmporpaMmmHoro ooecrneueHus komriekca "Co6oip".
[ToaroToBKa KOMILIEKCA K MHUIMAIH3ALUH.
Nunnuanuzamust  31eKkTpoHHoro 3amka "Co6ons".
[ToAroToBKa 3IEKTPOHHOIO 3aMKa K 3KCIUTyaTal|u.
Hacrpoiika u sxcrutyaranus komruiekca "Co0oub".
VY naneHnue nmporpaMMHOTO obeciedeHus dIeKTpoHHOTro 3aMKa "Co6outp".
[TonpoOHBbIe cBeieHNS 00 YCTaHOBKE, yIaJIe€HUH, HACTPOMKE U SKCIITyaTaluu
anekTpoHHOro 3amka «CoOonb» coaepxkarcs B AokymeHte "lIporpammuo-
anmnapatHbii  komruieke (ITAK) "CobGonp". PyKoOBOACTBO aIMHUHHCTpaTOpay,
KOTOPBIN NOCTABJISIETCSI COBMECTHO ¢ KoMIuiekcoM «Coboiib». Kpome Toro, nanHas
uH(popmarus JNOCTYIIHA Ha caire KOMIaHUU "Undopm3zammura"
(http://www.infosec.ru/).

NogakodE

PexoMeHaaIIUM 110 U3YYEHHUIO TEMBI:
Bormpoc u3noxen B yuedbHom nocobuu [14] Ha c. 6-8.

KonTpoabHbie Bonpocsl o teme 21:
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1. Ha3znauenue snexktpoHHoro 3amka "Cobosp".

2. CocraB snektpoHHoro 3amka "CoOonb" W OCHOBHBIC (YHKIIMM TIO 3aIIUTE
unpopmaruu ot HC/I.

3. Tlpuninun paboThl MEXaHU3Ma KOHTPOJIS LEJTOCTHOCTH KOMIUIEKCA.

4. IlpuHuun paOoThl MEXaHU3Ma CTOPOKEBOIO TaiMepa KOMILJIEKCA.

5. BapuaHTel npuMeHeHHUs 3JeKTPOHHOro 3aMKa "Co0oiib".

6. B uem 3akimrovaeTcs HHUITMATH3AINS YJIEKTPOHHOTO 3aMKa?

7. B yeMm 3akirovaeTcsi HACTPOIKa U HKCILTyaTalys JIEKTPOHHOTO 3aMKa?

8. IlosicHuTh MOPSAIOK CMEHBI TapOJIei aIMUHUCTPATOPA U MOJIH30BATENICH.

9. Pabora ¢ )KypHaJIOM perucTpaluu COObITHH.

2.22. PASJAEJIS. CPEACTBA 3AIIUTHI UHOPOPMALIUU OT
HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA

TEMA 22. CHUCTEMA 3AIIUTHI KOH®UJIEHIMAJIBHON
NHO®OPMAILIMU U IEPCOHAJIBHBIX TAHHBIX «SECRET DISK»

IHopsinok BbINMOJIHEHNSI JIA00OPATOPHOM PadOTHI:

Metoauka BBINOJHEHUS J1aboOpaTOpHOW paboOThl BKJIOYaEeT B  ceds
CJIETYIOLIUE TIOJIOKECHHUS:

1. VYcranoButh npaiiBep eToken, Hampumep, ¢ web-caiiTa KOMIIaHUH
Anagnun P.J]. www.aladdin-rd.ru/support/download/.

2. YcraHoBUTH nporpammuoe obecrnedenue Secret Disk.

3. Tlogkmounth Kk KommbioTepy eToken c¢ munensueit Secret Disk,
3aperuCcTpUPOBATh OJHOTO MIIM HECKOJBKHUX IMojb3oBaTeseit Secret Disk, BeiOpaTh
JUTSL HUX CepTU(UKATHI OTKPBITOTO KJTI04a, JIMOO CO37aTh CEPTU(PUKATHI OTKPHITOTO
KJIF0Ya C COOTBETCTBYIOIINM 3aKPBITHIM KITFOUOM.

4. Tlpu BBIOOpPE TOTOBBIX CEPTH(PHUKATOB HEOOXOAMMO YIAOCTOBEPUTHCS B
HAJIMYUKA PE3EPBHBIX KOMUN CepTU(PHUKATOB M 3aKPHITHIX Kitoueh. Eciu roToBbix
cepTU(UKATOB HET, MX MOXKHO co31aTh B maMsTu eToken cpencrBamu Secret Disk,
COXpaHsis TIPH CO3TaHUH PE3EPBHBIC KOIHH.

5. Coznate 3amu@poBaHHbBIE TUCKU.

6. CoxpaHUTb pe3epBHBIC KOTUU MACTEP-KII0Uel 3aMppOBaHHBIX JUCKOB.

7. Ilpm pabote ¢ MacTep-KiIouyaMy 3alU(PPOBAHHBIX JTUCKOB CIEAYyET
PYKOBOJICTBOBAThCS HMHCTPYKIHMSAMH pasnena Omepanuu ¢ MacTep-KIFOYaMH
3aIMIIEHHBIX JUCKOB.

8. IlepenecTn HEOOXOAMMYIO KOH(PUACHITHATBHYIO HH(POPMAITHIO ¢ OOBIYHBIX
JTUCKOB Ha 3amupoBaHHBIC, BBHIOpaB 3a OCHOBY CIIEHapHWil (CIeHapun)
ucnosib3oBanus Secret Disk Ha npeanpustun.

9. IlpenocTaBuTh (IpU HEOOXOAMMOCTH) JIPYTUM TMOJIH30BATEISIM JTOCTYM K
3amu(pOBaHHBIM JUCKAM.

10. IMoakmrounTh 3amu(poBaHHbBIE TUCKU.

11. Co3nath 1 ynanuTh 3ainpoBaHHbII BUPTYaJIbHBIN TUCK.
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12. Tumnossle crieHapuu ucnoib3oBanus Secret Disk Ha mpeanpusTuu.

13. Otka3 ot ucnonb3oBanus Secret Disk u ynanenue ero KOMImoHEHTOB.

[ToapoOHbIe cBeeHUs 10 YCTaHOBKE M HacTpoiike Secret Disk comepskatcs
B KOMIUICKTe JokyMeHTaruu (CrnpaBo4HOE pPYKOBOICTBO, JlOMONHHUTEIBHBIC
anroputmbl mmdpoBanus Secret Disk (PykoBoacTBo momp3oBaTess), KOTOPHI
IIOCTABJISICTCSI COBMECTHO C CUCTEMOHM 3amuThl. KpoMe Toro, qaHHas uHGoOpMaIus
JOCTYITHA Ha caiiTe kommannn Amamaud http://www.aladdin.ru/.

PexomMeHIaI[UM 110 H3YYEHHIO TEMbI:
Bonpoc uznoxen B yueo6Hom nocodbuu [14] Ha c. 17-19.

KonTposabHbie BOnpockl o Teme 22:

Hasnauenue Secret Disk.

[TosICHUTB, YTO TaKo€ CePTH(PHKATHI OTKPHITOrO KITIOYa.

[TopsiTok yCTaHOBKH, HACTPOMKHU M MCIIOJIb30BaHMs Secret Disk.

[Topsiok co3manus/yaaneHus 3G pOBaHHBIX JUCKOB.

TunoBsie clieHapuu Ucoyib3oBauus Secret Disk Ha mpeanpusTuy.

Kak oTka3atbcs oT ucnosib3oBanus Secret Disk v y1amuTh ero KOMIIOHCHTHI?

DN B W WN —

2.23. PA3JEJIS. CPEACTBA 3AIIUTHI UTHOPOPMALIUU OT
HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA

TEMA 23. IPOTPAMMHO-ATIIIAPATHBII KOMILTEKC CPEJICTB
SAIIUTHI THOOPMALIMM OT HCJ «AKKOPI-AM/I3»

IHopsigok BbINOJIHEHMsI JIA00OPATOPHOM PadOTHI:

Meronvka BBIMOJTHEHUS J1abOpaTOpHOW pabOThl BKIIOYAET B  ceOs
CJIEAYIOIIUE TTOJIOKEHHUS:

1. O3nakomnenue ¢ Teoperudeckoi yacteio C3U HCJI «Axkopa- AMJI3».

2. YcraHOBKa  IJaThl  KOHTPOJUIEpa W MPOTPAMMHOTO OOecredeHus
KOMITJIEKCA, BKIIIOYAIOIIAsi TPU OCHOBHBIX JTara:

- YCTaHOBKa IJIaThl KOHTpOJuiepa B cBOOOHEIH ciioT [I9BM u peructparuio
aaMuHUcTpatopa 6e3onacHoctu uHpopmanuu (bU) (cynmepsuzopa), B ToM 4ucie,
HACcTpOiKa KOMIUIEKCAa B COOTBETCTBUU C KOH(pUTyparuend TeXHUYECKUX CPEICTB
[19BM;

- perucTpauus moJb30BaTEIed, HA3HAYCHUE T0JIb30BATEISAM JIMYHBIX TM-
UJEHTU(PUKATOPOB, TTAPOJICH U BPEMEHU JIOCTYTIA;

- Ha3HA4YeHHUE CIUCKa IUCKOB, (haiioB, pa3eiioB peecTpa, KOHTPOJIUPYEMbIX
Ha [EJIOCTHOCTb.

3. Manmmammzanus C3U HCJL «Axkopa- AM/[3»:

- perucTparus cynepsusopa (aaMuHucTpaTopa 0€30MacHOCTH HHPOpMAITUN);

- perucTtpalnys HOBOro moJib30BaTels.
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4. Dkcrutyaramusi KoMmiiekca « Akkopa- AMJI3».

5. CHATHE CpelCTB 3alUThl KoMILIeKca «AKkopa- AM/JI3».

[ToapoOHbIe cBelleHUs 00 yCTAaHOBKE, y/IaJIEHUHU, HACTPOMKE U IKCILTYaTallMH
C3U HCJ «Axkkopan - AMJI3» coaepxarcs B KOMIUIEKTE JOKYMEHTALlMM Ha
"IIporpaMMHO-anmapaTHbI KOMIUIEKC cpeAcTB 3amuThl nHGopmanmu ot HCJ mst
[19BM “Axkkopa—AM/I3” (Onucanue npuMmeHeHus, PyKoBOJACTBO MO yCTaHOBKE,
PykoBoacTBO agMuHucTpaTopa, MU PyKOBOACTBO MOJIb30BaTENsl), KOTOPBIN
MOCTABJISIETCSI COBMECTHO € KoMILiekcoM «Akkopn - AM/I3». Kpome toro, nannas
nH(popMarus JOCTYIHA Ha caiiTe KomnaHuu http:// www.accord.ru.

PexoMeHaaIIUM 110 U3YYEHUIO TEMBI:
Bompoc u3noxen B yaeoHom nocobuu [14] va c. 8-11.

KonTposabHbie Bonpocs no teme 23:

1. Haznauenne C31 HCJ «Akkopa- AMJI3».

2. Cocrap C3M HCJH «Axkopa- AMJI3» u OCHOBHbIE (DYHKIIMU TIO 3alllUTe
uHpopmarnuu ot HCJI.

3. OCHOBHBIE 3Tanbl YCTAHOBKH U HACTPOMKH KOMILJIEKCA.

4. Tlopsnok peructpauu aiMuHucTpaTtopa bI.

5. [lopsaoK perucTpayu U yaaJleHus Moiab30BaTesl.

6. Haznauenue nepcoHaibHOTO UACHTU(PHUKATOPA.

7. Tlopsaiok pedakTUPOBAHUS OCHOBHBIX IMAapaMETPOB aJMHUHHUCTpaTopa U
II0JIb30BATEIIEH.

8. [TopsmoK KOHTPOJIS anmapatypbl, ETOCTHOCTH CIIYKEOHBIX 00JacTeil )KECTKUX
JIMCKOB U (haiJIoB.

9. Topsinok padotsl ¢ cuctemMabiM xkypHaiiom C3U HCJI «Axkopa- AMJI3».
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